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Arithmetic and Cryptography

Michel Waldschmidt

A m o n g t h e u n e x p e c t e d fe a t u r e s o f r e c e n t d e v e l-

o p m e n t s in t e c h n o lo g y a r e t h e c o n n e c t io n s b e -

tw e e n c la s s ic a l a r it h m e t ic o n t h e o n e h a n d , a n d

n e w m e t h o d s fo r r e a c h in g a b e t t e r s e c u r ity o f

d a t a t r a n s m is s io n o n t h e o t h e r . W e w ill illu s t r a t e

t h is a s p e c t o f t h e s u b je c t b y s h o w in g h o w m o d -

e r n c r y p t o g r a p h y is r e la t e d t o o u r k n o w le d g e o f

s o m e p r o p e r t ie s o f n a t u r a l n u m b e r s . A s a n e x -

a m p le , w e e x p la in h o w p r im e n u m b e r s p la y a k e y

r o le in t h e p r o c e s s w h ic h e n a b le s y o u t o w it h -

d r a w s a fe ly y o u r m o n e y fr o m y o u r b a n k a c c o u n t

u s in g A T M ( A u t o m a t e d T e lle r M a c h in e s ) w it h

y o u r s e c r e t P I N ( P e r s o n a l Id e n t i¯ c a t io n N u m -

b e r ) c o d e .

1 . S h o r t H is t o r y

O ld c ry p to g ra p h y m e th o d s re lied o n ele m e n ta ry o p era -
tio n s o n th e sy m b o ls o f th e in itia l tex t, a sim p le e x a m p le
b e in g to re p la c e ea ch le tte r b y a n o th e r o n e fo llo w in g a
g iv e n ru le w h ich w a s su p p o se d to b e k n o w n o n ly b y th e

se n d e r a n d th e rec e iv er. J u liu s C a e sa r is o ften q u o te d
a s u sin g th e c o d e w h ich c o n sists in sh iftin g e a ch lette r
o f th e a lp h a b e t b y a g iv en n u m b er o f p la ce s. M a n y v a ri-
a n ts h a v e b e e n in tro d u c e d , b u t n o w it is k n o w n th a t
n o n e o f th e m is re a lly relia b le: it is e a sy to d e c ip h e r

su ch m e ssa g es w ith o u t k n o w in g th e k e y , a n d o n e c a n
e v e n re co v er th e k e y fro m a n en c o d e d m essa g e.

T o b re a k su ch a c o d e , o n e e± c ie n t p ro c ess is to p e r-
fo rm a sta tistic a l stu d y o f o c c u rren c e s o f th e d i® e ren t

lette rs. T h is id e a w a s u se d a s e a rly a s IX -th c e n tu ry b y
A b u Y o u sso u f Y a q u b Ish a q A l K in d i w h o ch e ck e d th e
a u th en tic ity o f sa c re d Isla m ic te x ts.
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1 Please see issue on Charles

Babbage, Resonance, Vol.7,

No.6, 200.

It should be assumed

that any

cryptographic method

is known to the

enemy; and thus, the

security of the

system must rely only

on the choice of the

keys, which should

be renewed on a

regular basis.

D u rin g th e X III-th c en tu ry , in h is L etter co n cern in g th e
M a rvelo u s P o w er o f A rt a n d N a tu re a n d th e N u llity o f
M a gic, R o g e r B a co n d esc rib e d se v e n m e th o d s to e n cry p t
m essa g es.

In th e X V I-th ce n tu ry , th e F re n ch d ip lo m a t B la ise d e
V ig e n µe re w a s a lso a c ry p to g ra p h e r.

C B a b b a g e (1 7 9 1 -1 8 7 1 )1 , w h o in v e n ted th e c o m p u te r,

p o in te d o u t th e u sefu ln e ss o f sta tistic s fo r d e c ip h e rin g
e n cry p te d m essa g es. A t th e sa m e p e rio d a rem a rk a b le
b re a k th ro u g h w a s a ch ie v e d b y J -F C h a m p o llio n w h o p i-
o n e e red d ec ip h erm e n t o f th e p re v io u sly u n re a d a b le a n -
c ie n t sc rip ts o f E g y p t in v o lv in g h ie ro g ly p h s.

A fte r th e w a r in 1 8 7 0 b e tw e e n F ra n c e a n d G erm a n y , th e
F ren ch G o v e rn m en t rea liz ed th a t o n e stro n g p o in t o f th e
G e rm a n a rm y w a s c o m m u n ica tio n ; it w a s d e cid e d to c re -
a te m ilita ry c en tre s fo r th e stu d y o f ca rrie r-p ig e o n s. A t

th e sa m e tim e , J a m e s C M a x w e ll w a s d ev e lo p in g e le c -
tro m a g n etism th e o ry w h ich , th a n k s to th e w o rk s o f H
H H e rz a n d A ch a ry a J C B o se , w a s g o in g to g iv e rise to
ra d io a n d m o d e rn m ea n s o f tra n sm ittin g d a ta .

In a v isio n a ry p a p e r o n th e m ilita ry cry p togra p h y p u b -
lish e d in th e J o u rn a l o f M ilita ry S cien ces in 1 8 8 3 , A
K e rck h o ® s p ro p o sed a n u m b e r o f p rin c ip le s w h ich a re
still v a lid . O n e o f th e m o st im p o rta n t p rin cip le s e m p h a -

sise s th a t it sh o u ld b e a ssu m e d th a t a n y c ry p to g ra p h ic
m eth o d is k n o w n to th e e n em y ; a n d th u s, th e sec u rity
o f th e sy ste m m u st rely o n ly o n th e ch o ic e o f th e k e y s,
w h ich sh o u ld b e ren e w e d o n a re g u la r b a sis.

T h e red p h o n e (w h ich w a s a fa x ) b e tw e e n W h ite H o u se
a n d K rem lin d u rin g th e co ld w a r u se d th e d isp o sa b le
m a sk tech n iq u e w h ich h a d b e en in v e n te d b y G V e rn a m
in 1 9 1 7 .

D u rin g W o rld W a r II, m o st G e rm a n c o m m u n ica tio n s
w e re e n c ip h e re d o n th e E n ig m a c ip h e r m a ch in e . It w a s
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b a sed o n ro to rs w h o se m o v e m e n t p ro d u c e d ev e r-ch a n g in g

a lp h a b e tic su b stitu tio n s. T h e m a th em a ticia n A T u rin g 2

in v en te d a co d e b re a k in g m a ch in e , th e B o m b , w h ich g a v e
b irth to th e ¯ rst e le c tro n ic p ro g ra m a b le c o m p u te r b y
M a x N e w m a n . T h e w o rk d o n e b y h im a n d h is c o llea g u e s
a t B le tch ley P a rk b ro u g h t c ry p to lo g y in to th e m o d e rn

w o rld . It re q u ired in g en io u s lo g ic , sta tistic a l th e o ry , th e
b e g in n in g s o f in fo rm a tio n th e o ry , a d v a n c ed te ch n o lo g y ,
a n d su p erb o rg a n isa tio n .

C S h a n n o n 3 , a n A m eric a n e lec tric a l e n g in e e r a n d m a th -
e m a tic ia n , h a s b e e n c a lle d t̀h e fa th e r o f in fo rm a tio n th e -
o ry ': h e p io n e ere d th e m o d e rn m a th e m a tic a l th e o ry o f
d a ta tra n sm issio n .

T h e p rin c ip les o f u sin g p u b lic k ey s fo r e n c ip h e rin g m e s-
sa g e s w a s su g g e sted b y W D i± e a n d M E H e llm a n in
1 9 7 6 ; its ¯ rst re a liza tio n in 1 9 7 8 b y R L R iv e st, A
S h a m ir a n d L M A d le m a n p ro d u c ed th e R S A sy stem
w h ich is n o w a d a y s th e m o st e± c ie n t. W e sh a ll o u tlin e

b e lo w th e b a sic id e a s b e h in d th e R S A cry p to -sy ste m .

2 . T h e E x c h a n g e o f S u it c a s e s P r o t o c o l

A n ele m e n ta ry ex a m p le o f se cu re d d a ta tra n sm issio n is
th e fo llo w in g o n e . A lic e w ish e s to sen d a su itc a se to
B o b . S h e d o e s n o t w a n t C h a rlie , w h o is g o in g to c a rry
th e su itc a se, to k n o w w h a t is in sid e . A lic e h a s a lo ck a n d

th e k ey o f th e lo ck . B o b a lso h a s a lo ck a n d th e c o rre -
sp o n d in g k ey , b u t th ey a re n o t co m p a tib le w ith th e o n e s
o f A lic e (o th erw ise it w o u ld b e stra ig h tfo rw a rd ). H o w
c a n th e y p ro c ee d ? G iv e n th e m in im a l a m o u n t o f in fo r-
m a tio n , it is n o t d i± c u lt to ¯ n d th e fo llo w in g so lu tio n .
A lice w a n ts to se n d th e su itc a se w h o se c o n te n t is co n -

¯ d e n tia l, so sh e n e e d s to c lo se it w ith h e r lo ck . T h e n
sh e a sk s C h a rlie to c a rry it. W h e n B o b re c eiv e s it, h e is
n o t a b le to o p en it. N o w h e re m em b e rs h e a lso o w n s a
lo ck : so h e u se s it a n d g iv e s b a ck to C h a rlie th e su itc a se
c lo sed w ith tw o lo ck s. W h e n A lice re c eiv e s th e su itc a se

2 Please see issue on A M

Turing, Resonance, Vol.2, No.7,

1997.

3 Please see issue on C Shan-

non, Resonance, Vol.7, No.2,

2002.

The principles of

using public keys for

enciphering

messages was

suggested by W

Diffie and M E

Hellman in 1976; its

first realization in

1978 by R L Rivest,

A Shamir and L M

Adleman produced

the RSA system.
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fro m C h a rlie, sh e is n o t a b le to o p e n it (a n y w a y sh e

k n o w s th e c o n ten t), w h a t sh e c a n d o is to re m o v e h e r
o w n lo ck sin c e sh e h a s th e k ey , a n d to g iv e o n ce m o re
th e su itc a se to C h a rlie . F in a lly w h en B o b re c eiv e s fo r
th e sec o n d tim e th e su itca se , th e re is o n ly o n e lo ck , o f
w h ich h e h a s th e k e y, so h e is a b le to o p e n it.

W e sh a ll e x p la in h o w to tra n sla te th is p ro to c o l in a rith -
m etic te rm s. C h a rlie w ill b e re p la ce d b y ele ctro n ic co n -
n e ctio n s, a n d th e su b stitu te fo r th e su itca se w ill b e a

d ig ita l m e ssa g e , h e n ce a se q u en c e o f 0 a n d 1 . T h is m e s-
sa g e w ill b e sp lit in to p ie ce s, a ll o f th e sa m e le n g th :
h e n c e th e m e ssa g e to b e se n t w ill b e a n u m b e r g iv e n b y
its b in a ry ex p a n sio n , a n d th is n u m b e r w ill lie b e tw ee n
0 a n d a g iv en b o u n d . T h e lo ck a n d th e k ey w ill a lso

b e rep la ce d b y n u m b ers. T o c lo se th e su itc a se w ith th e
lo ck o r to re m o v e th e lo ck w ith th e k e y w ill b e re p la ce d
b y a rith m e tic a l o p e ra tio n s, in v o lv in g th e c o rre sp o n d in g
n u m b ers (th o se o f th e m e ssa g e a n d th e lo ck o r th e k e y ).
A p p ly in g su c c essiv ely th e lo ck a n d th e k e y sh o u ld g iv e
b a ck th e in itia l m essa g e. M o reo v e r, so m eo n e w h o d o e s

n o t h a v e th e k ey sh o u ld n o t b e a b le to o p e n th e lo ck .

3 . C h e c k in g t h e I d e n t ity

In m a n y c irc u m sta n ce s o n e n e e d s to p ro v e o n e 's o w n
id en tity , o r a t le a st to p ro v e th a t o n e k n o w s a se cre t
c o d e o r p a ssw o rd th a t is su p p o se d to b e k n o w n o n ly
to h im . T a k e th e e x a m p le o f so m e o n e w h o w ish e s to

u se a n A u to m a ted T eller M a ch in e (A T M ) to w ith d ra w
m o n e y fro m h is b a n k a c c o u n t u sin g h is p la stic sm a rt-
c a rd w ith a ch ip . H e k n o w s h is perso n a l id en tī ca tio n
n u m ber (P IN ). In a se cu re d tra n sa ctio n , th e b a n k d o e s
n o t k n o w th e P IN : it w o u ld b e to o risk y to sto re th is
in fo rm a tio n in a co m p u te r. H o w c o u ld th e b a n k ch e ck

th a t th e u se r k n o w s h is P IN ? O n e sh o u ld a ssu m e th a t
o th e r p eo p le a re a b le to liste n to a ll m e ssa g es w h ich a re
se n t d u rin g th is tra n sa ctio n . S o th e u se r sh o u ld p ro v e
to th e b a n k th a t h e k n o w s h is P IN w ith o u t g iv in g a n y

In many

circumstances one

needs to prove one’s

own identity, or at

least to prove that

one knows a secret

code or password

that is supposed to

be known only to

him.
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in fo rm a tio n w h ich w o u ld e n a b le a n y o n e to d isc o v e r th is

P IN : a t th e en d o f th e tra n sa ctio n th e b a n k still d o e s
n o t k n o w it, th e b a n k o n ly ch e ck s th a t th e u se r k n o w s
h is P IN .

N o so lu tio n to th is p ro b lem b y m e a n s o f c la ssic e n cip h e r-
in g m eth o d s is k n o w n . In o rd er to so lv e th is p ro b le m ,
o n e req u ire s to u se th e rec e n t d e v e lo p m en ts o f th e su b -
je ct.

W e sh a ll e x p la in h o w it w o rk s in p ra c tice , b u t le t u s sta rt
b y te llin g th e ¯ rst ste p : th e b a n k w ill a sk a q u estio n to
th e u se r, a n d e a ch tim e th e q u e stio n w ill b e d i® e re n t.
K n o w in g th e rig h t a n sw e r to o n e su ch q u e stio n w ill n o t
g iv e h in ts to g u e ss th e a n sw er to a n o th e r o n e . In o th e r

te rm s th e ¯ rst m e ssa g e se n t b y th e b a n k w ill b e sele cte d
ra n d o m ly . O n c e m o re it w ill b e a n u m b e r (g iv e n b y
its d ig ita l rep re se n ta tio n ) b e tw e en 0 a n d a g iv e n b o u n d .
T h e ch ip w ill m a k e so m e c o m p u ta tio n u sin g th is n u m -
b e r (m e ssa g e ) to g eth er w ith th e P IN (w h ich is a n o th e r

n u m b er), a n d th e re su lt w ill b e se n t to th e b a n k . H e n ce
o n e n e ed s to ¯ n d a p ro c ess w h ich e n a b le s to co m p u te
th e o u tg o in g m e ssa g e u sin g th e in c o m in g m e ssa g e if o n e
k n o w s th e P IN , a n d w h ich e n a b le s to ch eck th a t th e
u se rs k n o w s h is P IN if o n e k n o w s b o th th e in c o m in g

a n d o u tg o in g m e ssa g e s.

In th e c ry p to sy ste m s u se d b e fo re D i± e a n d H ellm a n n ,
th e re w a s a sy m m e try : A lic e a n d B o b w e re e x ch a n g in g

in fo rm a tio n u sin g e a ch a se cre t k e y th a t th ey sh a red .
T h e se k e y s e n a b le d ea ch o f th e m to w rite to th e o th e r
a n d to d e cy p h e r th e m e ssa g e s th e y re c eiv e d . T h e b a sic
fe a tu re o f p u blic key cry p togra p h y , in tro d u c e d b y D i± e
a n d H e llm a n n in 1 9 7 6 , is th a t a n y u se r h a s tw o k e y s, a
p u b lic o n e a n d a se cre t o n e . T h e p u b lic k e y is k n o w n b y

e v e ry b o d y, a n d ev ery b o d y is a b le to se n d a m essa g e to
a n y u ser, b y m e a n s o f its p u b lic k e y . O n ly th e re c eiv e r
h a v in g th e p riv a te o r se c ret k e y is a b le to u n d ersta n d
th e m e ssa g e . T h e p u b lic k e y is a su b stitu te fo r th e lo ck

In the cryptosystems

used before Diffie and

Hellmann, there was a

symmetry.
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a n d th e p riv a te k e y fo r th e k ey o f th e lo ck .

O n e m a y n o tic e th a t in th e q u estio n o f e x ch a n g e o f su it-
c a se s, if th e lo ck o f B o b is rep la c e d b y a p u b lic k e y , th e n
a sin g le trip fro m C h a rlie is su ± c ie n t: A lic e u se s th e

p u b lic k ey (lo ck ) o f B o b , a n d B o b ca n o p e n th e su itc a se
w ith h is se c ret k e y.

4 . A T r a p d o o r O n e w a y F u n c t io n

T o ¯ n d th e rig h t p a th in a m a ze m a y b e v e ry c o m p li-
c a te d . H o w e v e r, if so m e o n e g iv e s y o u th e so lu tio n , it is
m u ch ea sier to ch e ck w h e th er it w o rk s o r n o t. A sim ila r
situ a tio n o cc u rs in a rith m etics: if I g iv e y o u tw o n u m -

b e rs a n d a sk fo r th e ir p ro d u ct, it is n o t a to o d i± cu lt
ta sk , p ro v id ed th a t th e n u m b e rs a re n o t to o la rg e . O n
th e o th er sid e if I g iv e y o u th e ir p ro d u c t o n ly , it m a y
b e h a rd er to ¯ n d th e tw o n u m b ers. F o r in sta n ce if I te ll
y o u th a t th e p ro d u ct I g et is 2 0 4 7 , it ta k e s m o re tim e

to ¯ n d th a t th e tw o n u m b e rs I m u ltip lied a re 2 3 a n d 8 9
th a n to ch eck th e resu lt.

M o d ern c ry p to g ra p h ic m e th o d s rely o n m a th e m a tic a l

q u estio n s fo r w h ich n o e ± c ien t so lu tio n is k n o w n . T h e
fa cto risa tio n p ro blem , w h ich is th e p ro b le m o f d e c o m -
p o sin g a n in te g e r in to a p ro d u c t o f p rim es, lik e w e d id fo r
2 0 4 7 , ca n b e so lv ed b y m o d ern c o m p u te rs fo r n u m b e rs
w ith n o m o re th a n 1 5 0 o r 2 0 0 d e cim a l d ig its. F o r la rg e r

n u m b ers th e req u ired co m p u tin g tim e is p ro h ib itiv e.

In c ry p to g ra p h y, a tra pd oo r o n ew a y fu n ctio n is a fu n c -
tio n th a t is ea sy to co m p u te in o n e d ire ctio n , y e t b e -
lie v e d to b e d i± c u lt to c o m p u te in th e o p p o site d ire c -

tio n ; h o w e v e r, g iv e n so m e e x tra in fo rm a tio n (c a lle d th e
tra p d o o r in fo rm a tio n ), it b e co m e s fea sib le to co m p u te
th e in v erse fu n c tio n . W e sh a ll g iv e a sim p lī e d e x a m p le
u sin g th e id e a s w h ich a re in v o lv ed in R S A .

W e a re g o in g to w o rk w ith n u m b e rs o f th ree d ec im a l
d ig its o n ly, w h ich m e a n s th a t o n e c o n sid e rs th e in te g e rs

Modern

cryptographic

methods rely on

mathematical

questions for which

no efficient solution is

known.

In cryptography, a

trapdoor oneway

function is a function

that is easy to

compute in one

direction, yet believed

to be difficult to

compute in the

opposite direction.
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b e tw ee n 0 0 0 a n d 9 9 9 . W e sh a ll p e rfo rm so m e co m p u ta -

tio n s, w h e n th e re su lt e x ce e d s 1 0 0 0 , o n e k e e p s o n ly th e
la st th re e d ig its. T h is a m o u n ts to d iv id e b y 1 0 0 0 a n d
to k e ep th e rem a in d e r, if y o u p re fe r.

W e sh a ll ta k e po w ers o f n u m b e rs. T h e squ a re o f a n u m -
b e r (sec o n d p o w e r) is th e p ro d u ct o f th is n u m b e r w ith
itself. F o r in sta n ce , th e sq u a re o f 4 7 1 is 4 7 1 £ 4 7 1 ,
n a m e ly 2 2 1 8 4 1 . T h e cu be, o r th ird p o w e r, is th e p ro d -
u c t o f th e sq u a re w ith th e in itia l n u m b er: so th e c u b e o f

4 7 1 is th e p ro d u ct o f 2 2 1 8 4 1 w ith 4 7 1 , th e re su lt b e in g
4 7 1 £ 4 7 1 £ 4 7 1 = 1 0 4 4 8 7 1 1 1 . If w e co n tin u e a n d m u l-
tip ly th is la st n u m b e r b y 4 7 1 w e g e t th e fo u rth p o w e r,
a n d so o n .

It w ill b e c o n v en ie n t to in tro d u c e th e expo n en tia l n o ta -
tio n w ith a n u p p e r e x p o n e n t: th e su cc e ssiv e p o w e rs o f
2 w ill b e d e n o te d b y 2 1 = 2 , 2 2 = 4 , 2 3 = 8 , 2 4 = 1 6 ,
2 5 = 3 2 , 2 6 = 6 4 .. . .

T h e se c ret k ey w ill b e 3 , a n d th e o p era tio n w ill b e to
ra ise to th e th ird p o w er a n d k e ep o n ly th e la st th ree
d ig its. F o r in sta n ce sta rtin g w ith 4 7 1 w e c o n sid e r th e
la st th re e d ig its o f its c u b e 4 7 1 3 = 4 7 1 £ 4 7 1 £ 4 7 1 =

1 0 4 4 8 7 1 1 1 a n d w e g e t 1 1 1 . N o tic e th a t it is m o re c le v e r
to k ee p o n ly th e la st th re e d ig its a fter e a ch step , fo r in -
sta n ce a fte r c o m p u tin g th e sq u a re 4 7 1 £ 4 7 1 w e k ee p
o n ly th e la st th re e d ig its, n a m ely 8 4 1 , w h ich w e m u lti-
p ly w ith 4 7 1 a n d g e t 3 9 6 1 1 1 . T h e la st th ree d ig its a re

o b v io u sly th e sa m e , b u t th is w a y le a d s u s to w o rk o n ly
w ith n u m b ers h a v in g n o m o re th a n 6 d e c im a l d ig its.

If I te ll y o u th a t th e o p era tio n w h ich I ju st d e scrib e
(ra ise to th e cu b e a n d k ee p th e la st th re e d ig its) p ro -

d u c e s 6 3 1 , w ill y o u b e a b le to te ll m e w h ich is th e th ree
d ig its n u m b er I sta rte d w ith ?

T h e b ru te fo rce so lu tio n is to try o n e a fte r th e o th e r

a ll 9 9 9 p o ssib ilitie s: fo r e a ch o f th e m y o u p e rfo rm th e
o p era tio n a n d y o u c o m p a re w ith 6 3 1 . O f c o u rse y o u
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w ill ¯ n d th e so lu tio n , w h ich is 1 1 1 , b u t th is so -c a lle d
greed y m eth od is a b it lo n g to im p le m e n t, a n d in p ra c -
tic e it w ill n o t b e p o ssib le to p e rfo rm it in a rea so n a b le
tim e b e ca u se th e n u m b ers to b e c o n sid ere d w ill in v o lv e
h u n d re d s o f d ig its, n o t ju st 3 . S o , le t u s fo rg e t it fo r a
w h ile .

N o w I g iv e y o u th e se cre t k e y (w h ich is th e tra p d o o r
in fo rm a tio n h ere ): it is 6 7 . T h is m ea n s th a t if y o u c o m -
p u te th e la st th re e d ig its o f th e 6 7 -th p o w er o f 6 3 1 , y o u

¯ n d th e in itia l n u m b e r 1 1 1 . It is m u ch fa ste r to co m p u te
a 6 7 -th p o w e r th a n to p erfo rm th e a b o v e m e n tio n e d e x -
h a u stiv e se a rch . T o c o m p u te a sq u a re re q u ire s o n e m u l-
tip lica tio n . F o r a c u b e y o u n e e d o n e m o re. Y o u m ig h t
e x p e ct th a t a 6 7 -th p o w e r re q u ires a lto g eth er 6 6 m u lti-

p lic a tio n s, b u t o n e m a y im p ro v e th e p ro ce ss b y m e a n s o f
th e squ a re-a n d -m u ltip ly a lgo rith m . In d e e d , if y o u m u l-
tip ly th e sq u a re o f a n u m b er b y itse lf, y o u ¯ n d th e 4 -
th p o w e r, w ith o n ly tw o m u ltip lica tio n s. T h e p ro d u c t
o f th e 4 -th p o w e r b y itself y ie ld s th e 8 -th p o w e r, w ith
o n ly 3 m u ltip lic a tio n s a lto g e th e r. S o to c o m p u te th e
la st th re e d ig its o f 6 3 1 6 7 , ¯ rst w rite 6 7 = 6 4 + 2 + 1 ,
a n d th e n ta k e su c c essiv e sq u a re s (k ee p in g o n ly th e la st
th re e d ig its): 6 3 1 2 , 6 3 1 4 , 6 3 1 8 , 6 3 1 1 6 , 6 3 1 3 2 , 6 3 1 6 4 . N o w
y o u m u ltip ly th e v a lu e s o f 6 3 1 6 4 , 6 3 1 2 , a n d 6 3 1 (k ee p in g
a lw a y s th e la st th re e d ig its o n ly , th e o th e rs a re u sele ss

h e re). T h e ¯ n a l re su lt is 1 1 1 , a s w e a n n o u n ce d . T h is is
h o w 3 p la y s th e ro le o f th e lo ck a n d 6 7 o f th e k ey : if y o u
p u t th e lo ck 3 , y o u re m o v e it w ith th e k e y 6 7 . H ere is
th e sch em e :

1 1 1
3

¡¡ ¡ ¡! 6 3 1
6 7

¡¡ ¡ ¡! 1 1 1

M o re g e n e ra lly th e lo ck a n d th e k ey in te ra c t a s fo llo w s:

o rig in a l m e ssa g e
lo ck

¡¡ ¡ ¡! en c o d e d m essa g e
k e y

¡¡ ¡ ¡! d e co d e d m essa g e

O f c o u rse th e d e co d e d m essa g e sh o u ld b e id en tica l w ith
th e in itia l o n e !
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H ere , it tu rn s o u t th a t w e co u ld p e rm u te th e p ro c e ss: if

y o u ta k e 6 7 a s a lo ck , th en 3 is a k e y : th e la st d ig its o f
1 1 1 6 7 a re 4 7 1 w h ile th e la st d ig its o f 4 7 1 3 a re 1 1 1

1 1 1
6 7

¡¡ ¡ ¡! 4 7 1
3

¡¡ ¡ ¡! 1 1 1

Y o u w ill ch e ck th a t fo r th e lo ck 7 o n e m a y u se th e k ey
4 3 . F o r in sta n c e th e la st th ree d ig its o f 1 1 1 7 a re 8 7 1 ,
a n d th e la st th re e d ig its o f 8 7 1 4 3 a re 1 1 1 :

1 1 1
7

¡¡ ¡ ¡! 8 7 1
4 3

¡¡ ¡ ¡! 1 1 1

W e a lw a y s se le c ted th e sa m e in itia l m e ssa g e , 1 1 1 . A n y
n u m b er b etw ee n 0 a n d 9 9 9 c o u ld b e selec te d , p ro v id e d

th a t its la st d ig it is 1 , 3 , 7 o r 9 (se e S e ctio n 5 ).

N o w w e a re a b le to p ro d u ce th e a n a lo g u e o f th e p ro to -
c o l o f ex ch a n g e s o f su itc a ses. W e rep la c e th e su itc a se

b y 1 1 1 , A lic e's lo ck b y 7 , th e k e y o f h e r lo ck b y 4 3 ,
th e lo ck o f B o b b y 3 , th e k ey o f h is lo ck b y 6 7 , a n d o f
c o u rse e a ch tim e w e co n sid er th e la st th ree d ig its o f th e
c o rre sp o n d in g p o w er.

S o A lic e ¯ rst p u ts h e r lo ck 7 o n th e su itc a se 1 1 1 : th is
m ea n s th a t sh e sen d s to B o b th e la st th re e d ig its o f 1 1 1 7 ,
w ich a re 8 7 1 .

H en c e B o b rec e iv es 8 7 1 , w h ich co rresp o n d s to th e su it-
c a se c lo se d w ith A lic e 's lo ck . H e p u ts h is o w n lo ck 3 ,
w h ich m e a n s th a t h e sen d s b a ck to A lic e th e la st th ree
d ig its o f 8 7 1 3 , w h ich a re 3 1 1 .

N o w A lic e u se s h e r k e y 4 3 to re m o v e h er lo ck : sh e se n d s
th e la st th re e d ig its o f 3 1 1 4 3 , n a m e ly 6 3 1 . T h e refo re 6 3 1
c o rre sp o n d s to th e su itc a se c lo se d o n ly w ith B o b 's lo ck .

A n d n o w B o b is a b le to o p e n th e su itca se th a n k s to h is
k e y 6 7 : th e la st th ree d ig its o f 6 3 1 6 7 a re in d e ed 1 1 1 , a s
w e a lrea d y sa w .

1 1 1
7

¡¡ ¡ ¡! 8 7 1
3

¡¡ ¡ ¡! 3 1 1
4 3

¡¡ ¡ ¡! 6 3 1
6 7

¡¡ ¡ ¡! 1 1 1



449RESONANCE  May 2008

GENERAL  ARTICLE

H en c e 7 c lo se s th e su itca se w h ile 4 3 re m o v e s th is lo ck ,

w h ile 3 p u ts a n o th er lo ck a n d 6 7 o p en s it.

N ex t le t u s g o to th e b a n k . A ssu m e th a t th e k ey 3 o f B o b
is p u b lic, b u t th a t h e is th e o n ly o n e to k n o w th e se cre t

k e y 6 7 . W h e n h e g o e s to a n A T M to w ith d ra w c a sh ,
th e b a n k w ill se n d h im (o r ra th er sen d to th e ch ip o f h is
c red it c a rd ) a ra n d o m m e ssa g e; sa y th a t th is m essa g e is
1 1 1 . U sin g h is se c ret k e y 6 7 h e c o m p u te s th e la st th ree
d ig its o f 1 1 1 6 7 , h e ¯ n d s 4 7 1 , a n d th is is w h a t h e re p lie s

to th e b a n k . N o w th e b a n k ch eck s th a t th e la st th ree
d ig its o f th e cu b e o f 4 7 1 a re th e in itia l m e ssa g e 1 1 1 (th e
c u b e , sin ce th e p u b lic k e y is 3 ).

1 1 1
6 7

¡¡ ¡ ¡! 4 7 1
3

¡¡ ¡ ¡! 1 1 1

5 . A r it h m e t ic

W e sh o u ld in sist th a t w e h a v e g iv e n o n ly a n o u tlin e o f
th e m eth o d : a n u m b er o f q u e stio n s a rise , so m e o f th em
a re w e ll u n d e rsto o d , w h ile o th e rs a re b ein g in v e stig a te d

n o w .

L e t u s e x p la in w h y (3 ; 6 7 ) a n d (7 ; 4 3 ) a re a d m issib le
p a irs o f (k e y ; lo c k ). T h e p o in t is th a t th e la st tw o d ig its

o f b o th p ro d u c ts 3 £ 6 7 a n d 7 £ 4 3 a re 0 1 , w h ile a ll
n u m b ers co rresp o n d in g to m e ssa g e s h a v e fo r la st d ig it
1 , 3 , 7 o r 9 . W e n e e d so m e m o re a rith m e tic to e x p la in
w h a t is g o in g o n .

F o r a n in te g e r m , th e fo llo w in g sta te m e n ts a re e q u iv a -
len t:
² th e la st d ec im a l d ig it o f m is 1 , 3 , 7 o r 9 ,
² m is n e ith e r d iv isib le b y 2 n o r b y 5 ,
² m is re la tiv ely p rim e to 1 0 ,
² m is re la tiv ely p rim e to 1 0 3 = 1 0 0 0 ,
² th e resid u e c la ss o f m m o d u lo 1 0 3 is a u n it (in v ertib le
e le m en t) in th e q u o tien t rin g Z = 1 0 3 Z .

It w ill b e co n v en ie n t to w o rk w ith th e re sid u e cla ss rin g
Z = 1 0 3 Z . T h is a m o u n ts to k ee p in g th e la st th re e d ec im a l
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d ig its, n a m e ly th e rem a in d e r o f th e E u clid e a n d iv isio n

b y 1 0 0 0 .

B y th e C h in e se R e m a in d e r T h e o re m , th is rin g Z = 1 0 3 Z

is iso m o rp h ic to th e d irec t p ro d u c t o f th e rin g Z = 2 3 Z

h a v in g 2 3 = 8 e le m en ts w ith th e rin g Z = 5 3 Z h a v in g
5 3 = 1 2 5 e le m en ts.

T h e m u ltip lic a tiv e g ro u p o f th e u n its in Z = 1 0 3 Z , w h ich

w e d e n o te b y (Z = 1 0 3 Z )£ , is th e d ire ct p ro d u ct o f th e
g ro u p (Z = 2 3 Z )£ h a v in g 2 3 ¡ 2 2 = 4 e le m en ts w ith th e
g ro u p (Z = 5 3 Z )£ h a v in g 5 3 ¡ 5 2 = 1 0 0 e le m en ts. H e n ce
(Z = 1 0 3 Z )£ h a s 4 0 0 e le m e n ts; its expo n en t is th e lcm
(lea st co m m o n m u ltip le ) o f 4 a n d 1 0 0 , w h ich is 1 0 0 : th is
m ea n s th a t a n y e le m en t x in (Z = 1 0 3 Z )£ sa tis¯ e s x 1 0 0 =

1 . In o th e r te rm s, if y o u ta k e th e 1 0 0 -th p o w er o f a n
in te g e r m w ith la st d ig it 1 , 3 , 5 o r 9 , th e n th e la st th ree
d ig its o f th e resu lt m 1 0 0 a re 0 0 1 . O b v io u sly , a n y p o w e r
o f m 1 0 0 h a s th e sa m e p ro p erty , b e c a u se a n y p o w e r o f
a n u m b e r e n d in g w ith 0 0 1 h a s a lso 0 0 1 a s la st th ree

d ig its. T h is m e a n s th a t if b is a m u ltip le o f 1 0 0 a n d m

is re la tiv e ly p rim e to 1 0 , th e n th e la st th re e d ig its o f m b

a re 0 0 1 . A s a co n se q u e n c e , if w e m u ltip ly su ch a m b

w ith m , th e la st th ree d ig its o f th e p ro d u c t m b + 1 a re th e
sa m e a s th e la st th re e d ig its o f m itself. A n d n o w , b is a

m u ltip le o f 1 0 0 if a n d o n ly if th e la st tw o d ig its o f b + 1
a re 0 1 .

S o w e h a v e p ro v e d th e fo llo w in g

P r o p o s it io n . L et m be a po sitive in teger w ith la st d ec-
im a l d igit 1 , 3 , 7 o r 9 . L et a be a po sitive in teger w ith
la st tw o d ecim a l d igits 0 1 . T h en m a a n d m h a ve th e
sa m e la st th ree d igits:

g c d (m ; 1 0 ) = 1 ; a ´ 1 (m o d 1 0 0 ) = )

m a ´ m (m o d 1 0 0 0 ):

D e n o te b y ¸ (m ) th e e x p o n en t o f th e m u ltip lica tiv e g ro u p
(Z = m Z )£ . F o r in sta n ce ¸ (1 0 0 0 ) = 1 0 0 a n d ¸ (1 0 0 ) = 2 0 .
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F o r ` 2 Z h a v in g g c d (`; 1 0 ) = 1 , w e h a v e ` 2 0 ´ 1

(m o d 1 0 0 ), so th a t th e in v e rse k o f ` m o d u lo 1 0 0 is ` 1 9

(m o d 1 0 0 ). T h is g iv e s a n a lg o rith m to c o m p u te th e se -
c ret k e y k w h en o n e k n o w s th e p u b lic k e y ` , p ro v id e d
th a t o n e k n o w s a lso th e n u m b er ¸ (¸ (N )) fo r m e ssa g e s in
(Z = N Z )£ . E x a m p le s w ith N = 1 0 0 0 a re ` = 3 , k = 6 7

a n d ` = 7 , k = 4 3 :

3 1 9 ´ 6 7 (m o d 1 0 0 ) a n d 7 1 9 ´ 4 3 (m o d 1 0 0 ):

O f c o u rse w ith su ch sm a ll n u m b e rs th e cry p to sy stem
is n o t se c u red ! F o r a c tu a l im p le m e n ta tio n o f th e R S A

c ry p to sy ste m o n e re p la c es 1 0 3 = 1 0 0 0 b y th e p ro d u c t
o f tw o d istin c t la rg e p rim e n u m b e rs p a n d q . E a ch o f
th e m h a s so m e 1 5 0 d e c im a l d ig its, so th e p ro d u c t p q h a s
a b o u t 3 0 0 d e c im a l d ig its. S in c e 2 1 0 = 1 0 2 4 is c lo se to
1 0 3 , a n u m b e r w ith 3 0 0 d e c im a l d ig its h a s a b o u t 1 0 0 0

b in a ry d ig its. E x h a u stiv e se a rch es a re n o t fea sib le w ith
su ch la rg e n u m b e rs, ev e n w ith v e ry p o w e rfu l co m p u ters.
O n e b a sic p o in t is th a t th e p ro d u c t N = p q is p u b lic
b u t p a n d q a re k e p t se c ret. N o w a d a y s, g iv en a n u m -
b e r w ith 3 0 0 d e cim a l d ig its w h ich is th e p ro d u c t o f tw o

la rg e p rim e n u m b e rs p a n d q , co m p u ters a re n o t a b le to
¯ n d th e fa c to rs p a n d q w ith in a re a so n a b le tim e . T h e
se c u rity o f th e R S A p ro to c o l re lie s h e a v ily o n th is fa c t.

T h e m u ltip lic a tiv e g ro u p (Z = p q Z )£ o f th e re sid u e c la ss
rin g Z = p q Z m o d u lo th e p ro d u c t p q is a g ro u p o f o rd e r
n w ith n = (p ¡ 1 )(q ¡ 1 ). T h e c o n d itio n in th e p re v io u s
e x a m p le w ith 1 0 3 th a t th e m e ssa g e m sh o u ld n o t b e
d iv isib le b y 2 n o r b y 5 is re p la c ed b y th e co n d itio n th a t
m sh o u ld n o t b e d iv isib le b y p n o r b y q - n o w o n ly a v ery

tin y p e rc en ta g e o f m e ssa g e s a re e x clu d e d (w h ile w ith 1 0 3

o n ly 4 0 % o f th e 1 0 0 0 p o ssib le m e ssa g e s w e re a llo w ed ).
N ex t w e c o n sid e r th e co n d itio n o n th e lo ck ` a n d th e
k e y k : in th e ca se o f 1 0 3 in p la c e o f p q th e c o n d itio n
w a s th a t th e ir p ro d u c t a = ` k h a d its la st tw o d ec im a l

d ig its 0 1 (th is m e a n s th a t th e re m a in d er o f th e d iv isio n
b y 1 0 0 is 1 ). N o w th e co n d itio n is th a t th e re m a in d e r

Nowadays, given a

number with 300

decimal digits which

is the product of two

large prime numbers

p and q, computers

are not able to find

the factors p and q

within a reasonable

time. The security of

the RSA protocol

relies heavily on this

fact.
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B o x 1 . R e s e a r c h in F r a n c e a n d in I n d ia

Tuning up these ideas and implementing the process in a concrete way involves high
level research activit ies in a number of laboratories all around the world, including
France and India. Interaction between arithmetic and cryptology is a research sub j ect
in several places around the world. Among the lab orat ories where scient ist s pursue
their investigations on t his topic are t he following French and Indian ones.

The C o m p u te r S c ie n ce L a bo ra to r y a t X in t he ¶Ecole Polyt echnique (Palaiseau, near
Paris)
h t t p : / / w w w . l i x . p o l y t e c h n i q u e . f r / c r y p t o l o g i e / e n g l i s h - i n d e x . h t m l ,

T h e N a t i o n a l R e s e a r c h I n s t i t u t e i n C o m p u t e r S c i e n c e a n d A u t o m a t i c IN R IA

(In stitu t N a tio n a l d e R ec h e rc h e e n In fo rm a tiq u e e t e n A u to m a tiq u e ) i n R o c q u e n c o u r t ,

a g a i n n e a r P a r i s , w i t h t h e P r o j e c t C O D E S d e a l i n g n o t o n l y w i t h c o d i n g

t h e o r y b u t a l s o w i t h c r y p t o g r a p h y

h t t p : / / w w w - r o c q . i n r i a . f r / c o d e s / C O D E S / E N G L I S H / i n d e x . h t m l ,

T h e M a t h e m a t i c s D e p a r t m e n t o f t h e E N S ( ¶E c o l e N o r m a l e S u p ¶e r i e u r e ) r u e d ' U l m ,

P a r i s

h t t p : / / w w w . d i . e n s . f r / C r y p t o R e c h e r c h e . h t m l ,

I n C a e n t h e c o n s o r t i u m C r y p to lo g ie e t A lg o rith m iq u e E n N o rm a n d ie (C A E N ) i n c l u d -

i n g t h e G ro u p e d e R ec h e rc h e e n In fo r m a tiq u e , Im a g e , A u to m a tiq u e e t In stru m e n -

ta tio n d e C a e n G R E Y C

h t t p : / / w w w . g r e y c . u n i c a e n . f r / ,

T h e L a bo ra to ire d e M a th ¶e m a tiq u e s N ico la s O re sm e o f t h e U n i v e r s i t y C a e n B a s s e

N o r m a n d i e

h t t p : / / w w w . m a t h . u n i c a e n . f r / l m n o / a n d F ra n ce T e leco m R & D C a e n ,

I n G r e n o b l e t h e U n i v e r s i t y J o s e p h F o u r i e r

h t t p : / / w w w - f o u r i e r . u j f - g r e n o b l e . f r / ,

I n L i m o g e s t h e In stitu t d e R ec h e rc h e X L im o f t h e U n i v e r s i t y

h t t p : / / w w w . x l i m . f r / h t t p : / / w w w . x l i m . f r / ,

I n T o u l o n t h e G ro u p e d e R ec h e rc h e e n In fo r m a tiq u e e t M a th ¶e m a tiq u e s G R IM o f

t h e U n i v e r s i t y S u d T o u l o n - V a r

h t t p : / / g r i m . u n i v - t l n . f r ,

I n T o u l o u s e t h e L a bo ra to ire d 'A n a ly se e t d 'A rc h itec tu re d e s S y stµe m e s L A A S

h t t p : / / w w w . l a a s . f r / l a a s / ,

w i t h t h e t e a m L I L A C ( L o g i c , I n t e r a c t i o n , L a n g u a g e , a n d C o m p u t a t i o n )

h t t p : / / w w w . i r i t . f r / r e c h e r c h e s / L I L A C / P e r s /

Box 1. continued...
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Box 1. continued...

a n d T o u l o u s e M a t h e m a t i c a l I n s t i t u t e

h t t p : / / w w w . u n i v - t l s e 2 . f r / g r i m m / a l g o .

N u m b e r T h e o r y a n d C r y p t o g r a p h y i s a l s o a r e s e a r c h t o p i c i n a n u m b e r o f

i n s t i t u t i o n s a l l a r o u n d I n d i a . W e o n l y q u o t e a f e w o f t h e m :

I n K o l k a t a T h e In d ia n S ta tistica l In stitu te , w i t h i t s S ta tistic s a n d M a th e m a tic s
U n it a s w e l l a s i t s A p p lied S ta tistic D iv isio n

h t t p : / / w w w . i s i c a l . a c . i n / ,

I n C h e n n a i t h e In stitu te o f M a th e m a tica l S c ie n ce s s t u d y i n g b o t h M a t h e m a t i c s

a n d T h e o r e t i c a l C o m p u t e r S c i e n c e

h t t p : / / w w w . i m s c . r e s . i n / ,

I n K a n p u r t h e In d ia n In stitu te o f T ec h n o lo g y I I T

h t t p : / / w w w . i i t k . a c . i n /

w i t h t h e P ra b h u G o e l R e sea rc h C e n tre fo r C o m p u te r a n d In te rn e t S ec u rity
h t t p : / / w w w . s e c u r i t y . i i t k . a c . i n / ,

I n B a n g a l o r e t h e In d ia n In stitu te o f S c ie n ce w h e r e t h e s e c t i o n C o m p u te r S c i-

e n ce a n d A u to m a tio n C r y p to g ra p h y s t u d i e s C o m p u t a t i o n a l N u m b e r T h e o r y ,

C o m p u t a t i o n a l C o m b i n a t o r i c s , A r i t h m e t i c a l , A l g e b r a i c a n d G e o m e t r i c

A l g o r i t h m s

h t t p : / / w w w . c s a . i i s c . e r n e t . i n / ,

A g a i n i n C h e n n a i t h e S o c ie ty fo r E lec tro n ic T ra n sa c tio n s a n d S ec u rity S . E . T . S .

w h i c h i s s p e c i a l i z e d i n C r y p t o g r a p h y a l g o r i t h m s , C r y p t o l o g y p r o t o c o l s ,

S e c u r e I n f o r m a t i o n S y s t e m s a n d S e c u r i t y P o l i c y a n d C r y p t a n a l y s i s

h t t p : / / w w w . s e t s i n d i a . o r g / .

W e c o m p l e t e t h i s l i s t w i t h t h e C ry p to lo g y R e sea rc h S o c ie ty o f In d ia

h t t p : / / w w w . c r s i n d . c o m / w h i c h o r g a n i z e s t h e a n n u a l I n t e r n a t i o n a l

C o n f e r e n c e o n C r y p t o l o g y i n I n d i a In d o c r y p t:

h t t p : / / w w w . c r s i n d . c o m / i n d o c r p t . a s p

O n e a c h o f t h e s e w e b p a g e s o n e m a y f i n d a n u m b e r o f f u r t h e r r e f e r e n c e s

a n d r e s o u r c e s .

o f th e d iv isio n b y ¸ (N ) o f th is p ro d u c t is 1 . S in c e ¸ (N )

d iv id e s n , it su ± c es to re q u ire

` k ´ 1 (m o d n ) w ith n = (p ¡ 1 )(q ¡ 1 ):
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1 Full text of ‘A Mathematician’s

Apology’ is in the public domain

in Canada, courtesy of the Uni-

versity of Alberta Mathematical

Science Society:

http://www.math.ualberta.ca/

~mss/misc/

G iv e n ` w h ich is p rim e to n , th ere is a sin g le k m o d u lo
n sa tisfy in g th is co n d itio n , n a m ely

k ´ ` ¸ (n )¡ 1 (m o d n ):

T o c o m p u te k is e a sy, p ro v id e d th a t o n e k n o w s n : h o w -
e v e r, to k n o w b o th p q a n d n a m o u n ts to k n o w in g b o th
p a n d q , sin c e n = p q + 1 ¡ (p + q ). F o r so m e o n e w h o

k n o w s p a n d q , it is e a sy to co m p u te th e k e y k a sso ci-
a te d w ith a g iv e n lo ck `. F o r so m e o n e w h o k n o w s ` a n d
N b u t n o t th e in d iv id u a l fa c to rs p a n d q o f N , th e re is
n o e± c ie n t k n o w n w a y so fa r to d e d u c e k .

C o n c lu s io n

C ry p to g ra p h y a n d c o d in g th e o ry , w h ich u se a d v a n ce d
n u m b er th eo ry, tea ch u s a n im p o rta n t le sso n : m a th e -

m a tica l re se a rch (re se a rch o n p rim e n u m b e rs, in p a rtic u -
la r), w h ich se e m s to b e co m p le tely u n re la te d to p ra c tic a l
m a tte rs, m a y tu rn o u t to b e c ru c ia l fo r so m e a p p lica tio n s
m a n y y ea rs, o r d e ca d es la te r, in a c o m p lete ly u n p re -
d icta b le w a y . In h is b o o k A m a th em a ticia n's a po logy 1 ,

th e g rea t B ritish a n a ly st G H H a rd y (1 8 7 7 -1 9 4 7 ), w h o
w a s a fe rv e n t p a c ī st, to o k im m en se p rid e in w o rk in g
in n u m b er th e o ry , a n a b so lu te ly p u re ¯ e ld , a n d a t n e v e r
h a v in g d o n e a n y th in g w h ich c o u ld b e co n sid ere d \ u se -
fu l" :

\ I h a ve n ever d o n e a n y th in g \ u sefu l" . N o d isco very o f
m in e h a s m a d e, o r is likely to m a ke, d irectly o r in d i-
rectly , fo r good o r ill, th e lea st d i® eren ce to th e a m en ity
o f th e w o rld . ... J u d ged by a ll p ra ctica l sta n d a rd s, th e
va lu e o f m y m a th em a tica l life is n il" .

It w a s p erh a p s ù se le ss' a t th a t tim e . It is n o lo n g er th e
c a se to d a y .

A c k n o w le d g m e n t

T h is te x t is b a se d o n lec tu re s g iv e n b y th e a u th o r in N o -

v e m b er 2 0 0 6 a n d 2 0 0 7 u n d e r th e p ro g ra m F ren ch S ci-
en ce T od a y (h ttp :/ / w w w .fre n ch sc ien c e to d a y.o rg / ) o f th e
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