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Creating secure implemantations for elliptic curves arithmetic while preserv-
ing performances is not an easy task as shown by the attacks [11, 4, 2, 3] on
OpenSSL [10] and GnuPG[6]. We propose a new versatile ECC library based
on unified arithmetics with a focus on protection against simple power analysis
and an abstract layer for easy customisations. It has been extensively tested
on x86-64, ARM 32bits and STM32 architectures and also in real-world appli-
cations. Our library has the advantage to propose standard elliptic curves (all
those from [9]) but gives also the possibility to use curves in different settings
such as Weierstrass form in co-Z coordinates, Jacobi quartic or Edwards forms
(as well as their associated conversion functions)1. The number arithmetic used
in MPHELL is inherited from GMP [7] and has some improvement using Mont-
gomery representation [8] and windowing techniques. Part of this library and
the mathematics behind it were described in [1]. In the figure below ECDSA
signatures2 timings are shown for different elliptic curves without taking into
account specificity of the curves (as in OpenSSL for instance).

To illustrate the abstraction layer for ground fields and curves, we will also show
implemantations based on randomized arithmetic.
Our library will be released under LGPL v3 [5].
This work is supported by ANR-15-IDEX-02, ANR ARRAND (ANR-15-CE39-
0002) and SECURIOT-2-AAP FUI 23.

1The formulas used are mainly available in the Elliptic Curve Formula Database.
2Time in seconds for 10 000 ECDSA signatures
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http://www.hyperelliptic.org/EFD/
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