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Electronic gold

Transparency Theorem

e Bitcoin is an electronic currency modeled by gold.
e Bitcoin does not depend on any central authority.
e Bitcoin protocol runs on open software.

¢ To avoid the “double spend problem” Bitcoin relies on a
public ledger. This is general and necessary:

Theorem

Transparency Theorem: An electronic decentralized currency
must rely on a public ledger.
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The blockchain

The blockchain

e The public ledger is an incorruptible public database of all
transactions called “the blockchain”.

e Anyone can write in the blockchain.
e Anyone can have a copy of the blockchain.

e The blockchain is composed by a chronological sequence of
cryptological chained blocks.

e Each block contains a set of transactions.
e Each new block is generated in about 10 minutes.
e The blocks are generated by “miners” that validate current

transactions.
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The blockchain

The Trust Machine

e The core of the Bitcoin protocol is the algorithm to ensure that
this database cannot be forged.

e The mechanism of consensus: “The trust machine”.
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The Byzantine Generals Problem

Reaching Consensus

e The idea is to select randomly who validates the next block of
transactions.

¢ A decentralized “lottery” is set by the PoW.
e A computationally intensive problem is set to validate a block.

e The problem is difficult to solve, but the solution is easy to
check.

e The difficulty is adjusted to find a solution in about 10 minutes.

e The miner that solves it receives an award in newly created
bitcoins.
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Attacks

51% attack

e The protocol cannot function if anyone controls more than
50% of the hashrate.

Double spend attacks, control of the blocks that are included in
the blockchain, etc
e Decentralized mining is fundamental to avoid a 51% attack

e Big pools are a thread to mining decentralization.

e Monopole position on mining hardware manufacturing is a
thread to mining decentralization.
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Attacks

Selfish mining attack

(join work with C. Grunspan)

e A protocole rule is that miners release the mined blocks as
soon as they are mined.

e Self-interested seems to be well aligned with this rule
because of the block reward.

e A block witholding strategy allows to invalidate blocks of miner
competitors.

e This strategy is possible with less than 50% hashrate.

e Costs of this strategy are not properly accounted in the
literature.
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Attacks

Profitability of selfish mining

¢ Selfish mining strategy is not profitable without an adjustment
of the difficulty.

e The self-mining attack slows down the network and block
validation.

e More precisely, P&L of the selfish mining strategy is negative
if the difficulty does not adjust.

e The profitability of the selfish-mining strategy relies crucially
on the good connection to the network.

e Only viable with more than 30 — 40% of the hashrate.
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Selfish-mining and Nash equilibrium

e Why we don’t see selfish mining in the network?
¢ Selfish mining is only profitable if there is only one bad actor.

e Nash equilibrium: It is in the interest of all the miners to not
start a selfish mining war because the network will stall.

e After all, the protocol is well aligned.
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e Catch-up mining is only profitable for a high hashrate.
e It is a complex mathematical problem.

e Equivalent to a gambling problem: We have a lag of m and
we play n rounds of biased coin flipping heads (probability

g < 1/2) or tails (probability p = 1 — q). Reward v if we
catch-up before n rounds. Each time we have a losing round
the reward increases by 1.
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probability of success is small, the reward is high since it reaps
all the rewards of the invalidated blocks

e Catch-up mining is only profitable for a high hashrate.
e It is a complex mathematical problem.

e Equivalent to a gambling problem: We have a lag of m and
we play n rounds of biased coin flipping heads (probability

g < 1/2) or tails (probability p = 1 — q). Reward v if we
catch-up before n rounds. Each time we have a losing round
the reward increases by 1.

e E](v) expected value for the optimal strategy for catching-up
a lag of min nrounds with a reward v.

e v — EJ}(v) is non-decreasing.

e There is a unique v7, = (E?)~"(0).
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The bitcoin protocol is unstable with respect to catch-up mining.
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...and thank you for your attention!!
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